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SUBJECT: Management Study of the Organization and Staffing of the Security Office

1. PROBLEM:

To examine the organizational structure and staffing pattern of the Security Offics in order to
determine the organizationel refinements and staffing necessary to meet current workload
requirements.,

2. FACTS BEARING ON THE PROBLEM: ‘ ‘ 25X1

a, The present organizational structure of the Security Office (Appendix I) was approved on 1l January
1953, Since that date there have been no major changes in the structure nor in the nature of the

agsigned functions. The £ ve been a revision in name of one 25%1
the addition of 5 positions for a 2o%l

Frogram, and the transier ol two positions in connection with a project conducted by an area divi-

slon, and the addition of 6 positions added in the support area. 25X9 25%9

b. The present Table of Organization provides for lecivilian positions and no military allocation.
~  The Office has been operating under a personnel celling of until 1l December 195L at which
time the ceiling was raised to conform with the then present table of Organization strength, An
additional 6 table of organization positions and ceiling strength were approved on 31 January 1955,

6, The increased demand by many organizations from within the Agency for operational support has
given increased emphasis to & function of the present Special Security Division which was of
lesser importance at the time the fileld offices were established, ‘

d, The promulgation of Executive Orders 10450 and 10451, through their reperting requirements and-
provisions for condusting investigations and preparing cases for board consideration, has been
responsible for a general increase in workload throughout ail phases of the personnel clearance
process, '

(continued on next page) -
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DISCUSSION:
The proposed organization structurs as shown in Appendix II represents a recognition of the
relative importance of the basic security functions now being performed, and constitutes a re-
finement in organirational atructure rather than a radical change in structure,.

The main features of the proposed structure are as follows:

(1) Establishment of a small staff to be concerned with overall security policy and unencumbered
with unrelated operating functions, (See Tab C).

{2) Remove the Inspection Division from its place as a line organization, redesignate it as the
Inspection Steff and place it in the organization as an advisory staff.

(3) Redesignate the operating divisions with names more indicative of their functions (2.8
Security Division to Persomnel Security Division, etc.). (See Tabs H and K)

(4) Assign all functions pertaining to physical security to one organizaticn and accord it divi-
sion status, (See Tab I),

(S) Provide for two deputies with specific areas of responsibility, (See Tabs G and J).
(6) Raise rield activities to divisicn statuas.

(7) Recognize the need for an organizational element to handle cases,

These changes, and other refinements are discussed in detail in Tabs A through L, inclusive,

Steffing hes been a major problem within the Security Office, Each organizational element with
the exception of the Office of Director of Security and the Security Reaearch Staff which do not
lend themselves to such analysis, have besen carefully examined in an effort to establish some
simple index of measurement to apply to known or estimated workload figures. This has been
possible to some extent where measurement can be taken in such elements as the Physical Security
Branch in terms of badges issued, tons of classified waste handled and other positive accom-
plistments where the time element is relatively fixed in relation to the work units, Case load

(continued on next page)
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25X1 figures over an extended period do not show the importance of operational support activities to
the extent that a pure statisticsl approach alone is considered an adequate base upon which to
determine personnel requirements, Workload figures, however, are presented for the proposed
") [ | (See Tab K) in order to establish the need for organizational recognition
o of the functions performed rather than to support the personnel requirements.

d. This survey has approached the matter of staffing by establishing for each individual element
within the Office, the number of positions thought necessary to accomplish iis purpose. The nesd
for increases and decreases has been discussed in detail with responsible supervisors and where
significant, are discussed in the attached Tabs, Attached as Appendix III is a comparative state-
ment of each of the major Office elements, present and proposed, Appendix IV isolates the true
changes for ready reference, Due to the sise and complexity of the total Security O0ffice opera-
tions it is considered desirable to provide increased guidance and direction of the operating
elements, This has been accomplished by providing for two Deputy Directors, each with specific
areas under their jurisdiction, and keeping the Director's span of control at a minimum, This
creation of these two additional offices constitutes an increase of L positions, All other in-
creases are discussed in the appropriate tabs.

5. CONCLUSIONS:
It is concluded that:

a. The organizational pattern for the Security Office should consist of the following staff and
operating elements:

(1) Advisory staffs

25X1
', ~ (b) Policy Staff
| (2) Support staffs

(a) Security Research Staff - 25x1 N

(continued on next page)
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(c¢) Administration and Training Staff
(3) Operating elements
(a) Personnel Security Division
{h) Physiecal Security Diviaion
{¢) Security Support Division
(a)| |

The Director of Security can most effectively coordinate the operationel aspects of his overall
mission by the employment of two deputies charged with specific areas of responsibility.

A nominal increase in the total staffing pattern is justified, and is in keeping with current
workload requirements and the office objective of rendering expeditious service in the field of
clearances and operationsl support. Requirements indicated by actusl review of operations, or by
measurement of performance over a specified period, support the conclusion that a persomnel ceil-
ing increase of 11 positions is justified,

RECOMMENDATIONS ¢
It is recommended that:

The overall organizational structure shown in Appendix II and in detail in Tabs A through L, in-

- clusive, be approved. 25X9

The proposed distribution of |:| positions shown in Tab III be approved and that Tables of Or-
ganization for each proposed element included in the attached Tabs A through L be approved sub-

Ject to classification action by the Assistant Director for Persomnel.

(The recommended increase may be absorbed within the limit of the current fiscal year allotments

and will result in an increase of approximately $65,3L0 in subsequent fiscal year allotments.)

(continued on next page)
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¢, The present personnel ceiling of osltions be raised by 11 poaitibna in order to bring the
Table of Organisation and the persomnel ceiling into conformity.
ST - 1055.
5 AR 4 25X1

Chief, Mansgement Staff

ANNEXES;
Tabs A thru L

CONCURRENCE ¢

/5@ MAR 4 1955
Date

Director of Security
ACTION BY APPROVING AUTHORITY:

MAR 25 1959

s/ / £ BT %,
Deputy Director (Suppert)

APPROVED:

5EF-6-R-ET
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INDEX TO TABULATIONS

Appendices GENERAL TABULATIONS
I Chart of Present Organizational Structure
II Chart of Proposed Organizational Structure
IIX Comparative Statement of Present and Approved 7/0
iy Gains and Losses by Staffal and Divisions Not Ascounted for by Transfer of Functions
Tab DETAILED TABUIATIONS

0ffice of the Director

25X1

Policy Staff

Security Reséarch Staff
| 25X1

Administration and Training Staff

Dsputy Director for Persomnel and Physical Support
Personnel Security Division

Physical Security Division

Dsputy Director for Investigations and Operations Supporit

Security Support Division
25X1
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SECURITY OFFICE

PRESENT ORGANIZATION STRUCTURE

Director of Security
Deputy Director of Security

Executive Officer

25X1
Administration & ’ Security Control Security Research
Training Staff Staff Staff
25X1
Security Special Security
Division Division
25X1
Fhyeical Personnel Interrogation Operations
ecurity Branch] ecurity Branc Research Branch Branch
’ 25X1
GG P
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Statf Deputy Dirsctor of Security
25X1
Executive
Officer
25X1
Administration
g::urity and
Staff Staff
Deputy Director for fDeptIzg Direc::r
Parsonnsl and or estigations
Physical and Operational !
5% Support
i
Personnel Physical Security ;
Security Securily Support :
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Proposed Staffing Paff},‘ém, Security Office

Loss and Gains by:'seore
* s and Divisions
Not Accounted i’;:y by Transfer of Functions

#
i
f

£

25X1 , Loss Gain
2
g 1
Security Research Staff o 7
Deputy Director for Persomnsl and Phyeical Support 2
Personnel Security Divisinn : 6
Physical Security Divieion - 9'
Deputy Director for Investigations and Operational Support 2
| Securlty Supprt Division 10 -
12 -
20 n
Total Gain n
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pDetailed Listing of Positione
Cffice of the Director, Security Office

DMrector of Security (1S-18
Securiﬁy officer {Deputy Director) as-17 /-
Security Officer gSe15
Sacoretary Stenc G3=9
Secretary Steno 08=7
Searetary Steno GS=7
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" MISSION AND FUNCTIONS OF THE SECURITY OFFICE

The Director of Security is charged with the preparation and execution of the Agency's security pro-
gram, and with the poerformance of sscurity inspection functions,

Tha Direetor of Scourily shalls

Do

Pencuiond the establisnusnb of Agenoy policies relabing o security, and establish procodures
fov their implemeniation.

21:2 Sk ssary to pravent peneivaiion of Agency activitics by uwnavthorizaed
individuale; develop damestic counberinteiligence programs for tho Agsncy,

nersonacl for ewployment, Acolgns
Iroa & segurity stendpoint the em

. angae
NPGLI0HE S

~termine the effgesiveness with wilen saoud

Cosrdinete and enzags in pollsy and progranm plenming O CAerZONCY LOSIUTED.

e o

od

Prescribe security policies relating to the liaisen snd contact relations of Agsncy officials
with otheras establish and waintain necessary 1iaison with officials of cother Govermment
agencles on securibty matiers.

Javestigate reports of violation or noncompliance with security pvlicies or regulations and
recommend or initiate approoriate action as may be required.

{vonbinved on next pRgs)
&
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Make ::;eseary inspections, investigations, and reports to assure proper maintenance of
security.

Conduct certein sctivities pertaining to the overall programn,
Conduct ressarch in security fields,.

IM&;_RmTioml sscurity officers as required to Agency missiocns
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SECRED

OFFICE OF THE DIRECTOR
SECURITY OFFICE

DISCUSSION:

The Office of the Director currently contains a total of 9 positions. The proposed Table of
Organization provides for one Deputy with overall responsibility, an Executive Officer and necessary
clerical support., The emergency plarnning function has been transferred to the Policy Staff due to
its similarity to the functions assigned to that staff, One position concerned with CI activities

has besn transferred to the Security Research Staff, leaving a total of & positions in the proposed
alement,

Gl T
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Detatled Listing of Positions
Policy Staff, Security Office

Security Cemtrol Officer 0815
Security Officer : 0s-¥
Security Control Officer as-1k
Seourity Coutrol Officer 0S-13
Security Centrod Assistent gs-?
Secretary Stono Qas-7

. Clerk 8teno 08=5
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STATEMENT OF FUNCTIONS

POLICY STAFF
SECURITY OFFICE

The Chief, Poliecy Staff, under the general direction of the Director of Security, shalls

1.

2,

3.

L.

5.

6.
7o

Serve as principal advisor to the Director of Security on all matters in which the establish.
ment of security policy is necessary.

Render security consultation and guideance %o vhe Director of Security and other Agency officisls
for security plans on inter-departmental exploitation, research and other joint effort activities.

Serve as Agency representative on inter-depertmental and inter-national committees on security
problems of mutual interest.

Develop and maintain control over the development of new securiiy policy or changes in sstab-
lished policy.

Recommend colleetion and dissemination sseurity polieies and render interpretations, opinions,
and decisions with respect to these polieies,

Furnish security advice to various Agenoy boards and committees as requested.

Serve as & consultant, when requested, to furnish security advice concerning Agency external
affairs,

ME.L_
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POLICY STAFF
SECURITY OFFICE

DISCUSSION:

The former Security Control Staff has been abolishad as a separate entity and a staff element
to be known as the Policy Staff is proposed. A considerable portion of the menhours expended in the
former staff were expended in functions which pertained to the security considerations attendant to
the external affairs of Agency persomnel. It is proposed that these functions be divorced from the
staff, being transferred to the element responsible for persomnel security, leaving in the Policy
Staff those functions which pertain to overall Agency security policy. This will include the devel.
opment and control of regulations, This separation of continuing review of employee activities will
make possible a more affective concentration upon policles of general Office and Agency concern.

The new staff will retain those personnel who have been responsible for the accompanying func-
tions plus the needed clerical support. In addition, the Emergency Planning Office haa been added,
who was formerly located in the Director's Office, As the wark of the former Security Control Staff
with respect to employee activities is not considered to be in the nature of a staff activity since
it is neither advisory to ths Director of Security, nor in support of the Security Office operating
elements, it is considered logicsl to divorece it from overall policy.

TETRET —

Approved For Release 2006/11/06 : CIA-RDP78-04007A000200020001-7



Approved For Release 2006/11/06 : CIA-RDP78-04007A000200020001-7.

s
N

TAB "Dt
! Sec. Research Staff

Approved For Release 2006/11/06 : CIA-RDP78-04007A000200020001-7

|



Approved For Release 2006/11/06 : CIA-RDP78-04007A000200020001-7

ST R

Security Office
Security Research Staff
Proposed Organisation Structure

Office
of the
Chief

Research Bxtornal Internal
Branch Branch (CI) Branch (CI)

§ E ~ R ™ om
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SECURITY RESEARCH STAFF
SECURITY OFFICE

SCUSSIONs
BESCTEE 0N

The functions of the Research Branch are not listed or discussed as the persornnel of the branch
ere solely concerned with the conduct of a highly sensitive program.

JUSTIFICATION:

The work of the branch does not lend itself to a statistical analysis. Cases may be generated
by any of the other olements of the Security Office and may be completed by a relatively routine file
search or may require the full time of several persons over a protracted period., The volume and the
nature of the workload has been discussed with the Staff Chief,

It is felt that the augmentation of the organization by seven positions to a total strength of
twenty positions is justified, based upon statements concerning the nature and volume of the work,

SECRET
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Security Cffice

Proposed Organizatiod of Adeinistration and Iraining Staff

Fersonnsk
Drauci

 Adminietration

and Support
Branch

Treining
Braach
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STATEIENT OF FUNCTIONS
ATMINISTRATION AND TRAINING STAFF

The Chief, Administration and Training Staff, under the direction of the Director of Security,
ahalls

1. Assist and advise the Director of Socuritw, staff and line chiefs ia the developmeni, appli-

2,

3.

k.

5o
6.

'

cation and review of all administrative activities of the Security Office,

In cooperation with the Security Service Board, formulate and execute internal personnel and
training policy. . :

Develop persomnel raquirements, and conduct perscmnel functions involving the preparation,
recarding, review and disposition of persomnel forms and records,

Develop treining requirementa for the Seowrity Office, direct the formulation of gecurity
training programs and courses and schedule Security Office personnsl for training.

Administer the Security Office records management progran.

Advise in the preparation of staff and division budget estimates, prepare overall budget es-
timates and justifiocations, and assist the Director in presentation of budget material at
Comptroller hearings,

Develop and control procedures governing Security Office issuances, and provide sssistance
to division and ataff chiefs in the preparation of internal issusnce or Agency regulations, -

e ﬁTm—
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STATEMERT OF FUNCTICES
PERSONKEL BRANCH

The Chisf, Perscnnel Breanch, under the direction of the Chief, Administration and Training

Staff, shall:

1. Develop a program of peraonnsl policies and administration for the Security Office within
the framswork of established Agency policies and regulations. .

2, Advise staff and division chiefs on all pheses of personnel problems.

3. Review personnsl evaluationa for Security Office personnel and provide advice and assistance
to supervisors and personnel with respect to evaluations.

L. Maintain ocurrent informetion and status of Tsbles of Organization and Position Inventory

 records,

5. Review Persomsl History Statements and other dats and interview prospective employeos for

. referral Yo appropriate stafis or divisions.

6. Screen, control and initiate personnel action requests.

7. Provide support for the Office Career Service Board by providing advance information on re=
turning personnel, maintaining rosters of personnel available for reassigmment, and providing
technical advice upon request,

8, Conduct exit interviews and recommend appropriate action to0 reduce personnel. turnover,

9. Provide rosters oontaining work experience, qualifications, ekills, area knowledge and arsa
preference for all SO career designation to serve as a vasis for Career Servics Board action.

10. Conduct special briefings of all prospective Security Office perzonnel.,

(continued on next page)
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11, Issue and maintain ccntrol of all credentials uased by Sscurity Office personnel.

12, Conduct continuing ressarch in matters such as personnel utiligation, absenteeism, turn-
over and reccnmend actlion to develop and maintain an efficlent working force.

13. Control all cable and dispatch traffic pertaining to SO career designation personnel.
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STATEMENT OF FUNCIIONS
ADMINISTRATION AND SUPPORT BRAMNCH

The Chief, Administration and Support Brench, under the direction of the Chief, Administration
' and Training Staff, shall:

1. Plan and develop initial Security Office budget.
2. Compile, anelyse, and evaluvate workload data and standards,

3, Furnish supplemental justification, coordinate replanning and rescheduling resulting from
changes in estimates. .

h. Interpret budget policy and directives, and transfeor funds between allotment accounts as
ROCesSArY.

S, Administer and control funds allotted to Security Office Review monthly reports and assure
that funds are expended as programmed or revise allotments in keeping with current programs.

6. Recanmend and establish Security Office policy and develop procedural instructions in con-
neotion with all administrative matters on more than one Security 0ffice component,

7. Develop and maintain a Security Office manual showing organizational structure and functions,
evaluate requests and recommendations for changes in organisation, functional assigmments
and staffing and recovmend appropriate action,

8, Maintain accountability for all housekeeping and technical property located outside of the
departmental area,

9 gfu‘ciao aduinistrative control over and furnish support| lused by the Security
ice,

10. Administer contreotusl arrangements of the Correspondents Program and with other service
contractors,
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STATEMENT OF FUNCTIORS
TRAINING BRANCH

mmmr,mmmmn,mmmnumo:mcm,mummmmmsuﬂ,
shall:

1,

2.
3.

k.

5.
6.

Develop and oonduot an internal Office-wide treining program within the fremework of estab-
1lished Agency policies and regulations,

Advise staff and division chiefs on all phases of training problems,

Conduct suoh lectures and courses in security control and operations which are provided by
the Security Office. '

Conduct security indoctrination classea for all new Agsncy personnel,

Maintain training rostera and schsdule individuals for prescribed training,

Determine training roquirements for technical security training for personnel of the Seourity .
0ffice and other offices of the Agency dealing with seourily matters and collaborate with

the Office of Training to develop appropriate training methods, standerds, facilities, and
courses to fill these requirementa,
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ADMINISTRATION AND TRAINING STAFF
SECURITY OFFICE

" DISCUSSION: !

The assigned functions and the number of positions requested for this staff remains unchanged,
In the past the staff has been unable to reach its full complement of persomnel. With the mech-
anisms available to properly slot to maintain a full complement it is anticipated that the staff can
properly handle the workload. The branch organization is considered proper with the training ac-
tivities being recognized in a separate branch, As the treining branch, in addition to coordinating
norma). training requirements, also devslops and conducts extensive technical training program for
agent and other personnel, branch recognition is considered desirable,

S ECHET
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Security Office
Proposed Organigation

Deputy Director for Personnel
and Physical Support

Office of the
Deputy Director

Personnel Physical
Security Security
Division Division
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STATEMENT OF FUNCTIONS
DEPUTY DIRECTOR FOR PERSONNEL AND PHYSIGAL SECURITY
SECURITY OFFICE . ' o

The Deputy Director for Perscmnel and Physical Security, under the general direction of the Director

of Security, shall: ’

i,

2,
3
b,

Se

LY

Recommend to the Director of Security the sstablishment of new policy or modification of existing
pelicy as it perteins to the fields of personnel and physical security in order to assure
sfficient and economicel operation of the separate programs.

Direct the implementation of security policies laid down by the Director of Security.

Provide policy guidance and control for the two operating divisions under his jurdsdiction.

Dirsct and review the development of plans for the achisvement of long range objectives in the
two operating divisions under his jurisdiction.

Represent the Director of Security on certain operational matters involving phyaical and personnel
sacurity with other govermment agenciles.
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STATEMENT OF FUNCTIONS
PERSONNEL, SECURITY DIVISION
SECURITY OFFICE

The Chief, Personnel Security Division, under the direction of the Deputy for Personnel and Physical
Security, shall:

1.

2,

3

L.

5.

T
8.

Initiste and determine the scope of all personnel security investigations for overt and semi-
covert persomnel.

Appraise and analyze the field investigations sutmitfed for overt and seami-covert perscmmel for
adequacy of coverage, pertinence of information and any cvidence besring upon the sdcurity as-
pects of sach case.

Approve guch psracnnel for employment or association with the Agency as employees, consuliants,
or contractors and recommend their disapproval for security reasons,

Conduct a program of review and re-appraisal of employees and initimte action f{or %hose cersons
determined to constitute a security risk,

Maintaine porsonnel reference files on all but covert porsomsl and controls dissemincbion of
such personnel seccurity infermetion to other components of the Agency and to other agencies,

Conduct a progranm of exit briefings for personnel leaving the Agcncy as well as dopariing for
overszean,

Approve from a security standpoint the transfer of !lplmeé bstween components of the Agency,

Conduct interviews by means of general and special interrogation techniques to augment and assist
in pu'eonml investigetions.

(continued on next page)
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9. Review for possible securlty implications all requests by employees to participate in various

outside activities, to assure that no confliet with Agency interest would result from such an
association, ' .

10, Clear employees of other agencies for 1iaissca with tho agency s=d for aticndancs ai Agency orien.
tation and indoctrination briefings.

25x1
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STATEMENT OF FUNCTIONS
EMPLOYEE ACTIVITY BRANCH
SECURITY OFFICE
The Chief, Employee Activity Branch, under the direction of the Chief, Personnel Security Division,
shall:
1. Render security guidance with respect to Agency employees group social activities,

2. l"m;nish advies as requested by Agency employees on the campletion of queationnaires and appli-
cations pertaining to their outzide activities,

3. Clear Agency employees for attendance at meetings and conventions, and for attendance at outside
schools and all courses of instruction.

i, Clear all papers, speeches and writings of, or concerning, Agency employees for presentation
outside of the Agency and clear employees to engage in private foreign travel, part-time employ-
ment and other activities which may be of interest to the Agency from a security stand-point,

5. Render advice and assistance regarding court appearance of employees and furnishing of affidavits
for loyalty hearings. )

6, Clear smployees of other agencies for liaison with the Agency and for attendance at Agency orien-
tation and indoctrination briefings,

7. Reply to correspondence from persons outside of the government, when security considerations are
involved, _ .

E--R-E-T
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PERSONNEL SECURITY DIVISION
SECURITY OFFICE

DISCUSSION:

1.

2.

3

ho

5o

The arganizational arrangement of the proposed Personnel Security Division ls based upon the ob-
jective of placing those clearance functions pertaining to personnel in one organizational entity
at division level, The proposed division accomplishes this for overt and semi-covert clearance
work, The organization is composed of a nucleous of the Personnel Security Branch, to be redes-
ignated the Clearance Branch, and includes the Interrogation Research Branch, This branch will.
remain with no change in functions, but its total staff will be decreased, A recently created
element designated the Employee Activities Branch will complete the division structure,

The physical security activity has been transferred with all functions and established as a divi-
sion and is discussed in the appropriate teb. All functions pertaining to the Safety Program
has been transferred with two positions to the Physical Security Division as they are related to
the building secwrity functions performed by that division,

The T/0 of the Interrogation Research Branch has been reduced by 13 positions, When the branch
T/0 was established provision was made in excess of immediate needs to provide for training re-
quirements, The present number 2%§< ppouitiona is considered sufficient to continue the progrem.

The functions of Clearance Branch will remain the same with the elimination of the Project and
Liaison Section which is to be abolished as an element, The section was established to effect
liaison with other govermment agencies and to serve as a point of contact with Agency represen-
tatives bringing name check requests to the Security Division, This function is now performed by
one person in the branch Office of the Chief, The division of functions performed by the He-
quirements and Appraisal Sections is considered proper in order to maintain objectivity in
handling clsarances. ) .
During the survey of the Security Control Staff it was readily apparent that those functions per-
taining to a review of employee outside activities in which the Agency might have an interest,
could be isolated. In an effort to bring as much personnel clearance work as possible within
the same sphere it was further apparent%nt this could best be handled within one operating

Mcontinum on next page)
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(2)

element, The proposed Employee Activities Branch accomplishes this cbjective and separates the
day to day review of employees activities fram policy matters as is discussed in Tab C, Due to
a substantial increase in employee activities an addition of L positions is proposed.

6, Due to realigrnment of functions and a decrease in positions which were not filled no increase in
the division total strength is necessary.

e L
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STATEMENT OF FUNCTIONS
PHYSICAL SECURITY DIVISION
SECURITY OFFICE

The Chief, Physical Security Division under the direction of the Deputy Director for Personnel and
Physical Support, shalls

1.

2,

3.

L

L

Be responsible for planning and directing a genersl over-all security program designed to safe
guard all classified information, instellations, buildings, property, equipment and perscnnel of

Prepare and implement security regulations, procedures and methods for the proper safeguarding
and control of classified information. ' ,

Plan and supervise the execution of security esystems for the protection of intelligence operations
within the organization, the interruption of which might seriously affect the efficient operation

of the Agency,
Conduct physical 'ueurity surveys of buil

security
Imunents and make recommendations as appropriate or necessary to provide adequate security 25%1

pctions of all buildings or areas presently occupied by the

y insure that adequate standards of security are being maine
tained and 1 mend procedures, changss, installations, alterations or construstion work
that would improve existing security.

25¥1

Act in an advisory capacity to organisational units as to the application of security regulations
%0 their respective organizations,

Investigate each security viclation including loss or compromise of classified information, ex-
tent of compromise, and identity of responsible individual,

(continued on next page)
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9.

10,

15,

16,

17,

18,

19,
20,
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M (2)

Investigate cases of loss, theft or mis-use of Agency property.
Determine guard requirements for Agency operations and supervise the guard force.

Devise and implement an identification system and control procedures for all Agency employees
and visitors.

Supervise a gtaff of recéptioniets engaged in processing of visitors to and from Agency buildings.

Provide for the secure collection, transportation and destruction of all classified waste of the
Agency.

Provide a program for the maintenance and repair of all Agency safekeeping equipment and for the
periodic changing of combinaticns on such equipment,

Maintain personnel on duty in the Security Office 2L hours a day to perform a variety of security
assignments and to handle any security problems or emergencies that may arise during non-working
hours,

Flan, develop and conduct an Agency-wide safety program, and survey reported hazardous conditions
and make recommendations for their correction,

Conduct a firearms program and train such Agency employees who are required to carry firearms in
connection with their official duties.

Study and analyze newly developed electronic equipment so that counter-measures may be devised to
counteract any possible use of such equipment against the interests of the Agency.

Supervise a program of periedic technical inspections of offices and equipment for detection of
possible telephone taps, concealed microphones or transmitters which may have been installed sur-
reptitiously.

Provide for the perscnal safety of certain high-level Agency officials,

Test and evaluate safe-keeping equipment and approve or disapprove such equipment for Agency use.

(continued on next page)
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TETREI- (3)
Approve or disapprove, based on security requirements, Agency requests for the installation of
unlisted telephones. ]
Coordinate with IAC agencies on all physical security matters of mitual interest,

Participate in the planning and execution of an Agency emergency plan designed to safeguard the
Agency's classified material and operations in case of serious emergency.

Conmand a platoon of Agency Security Patrol which is organized for the purpose of protecting clas-
sified material, installations, property and persomnnel of the Agency in the event of an emergency.

Provide armed security support for the transportation of classified or sensitive materials and
provide security support for high-level conferences held out of town,

Devise and implement security procedures with respect to the following:
a.; Transmission, receipt, logging and storage of classified information.
b, Destruction of classified documents and classified waste.

¢, Uniformity as to classification and declassification of documents and the disposal of obsolete
classified material.

d, Loss or possible compromise of classified documents or information.
e, Security responsibility of the individusl while on duty,

f£. Security in office routine,

go Properly securing and checking offices at closs of the working day.

h, Staff security check systems,.

"SECRET
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STATEMENT OF FUNCTIONS
TECHNICAL BRANCH
PHYSICAL SECURITY DIVISION

SECURITY OFFICE

The Chisf, Technical Branch under the direction of the Chief, Physical Security Division, shall:

1.

20

3.

L.

5.

Conduct technical inspections of offices and equipment for detection of possible telephone taps,
concealed microphones and transmitters.

Study and analyze newly developed electronic equipment so that counter-measures may be devised to
counteract any possible use of such equipment against the interests of the Agency.

Develop and design new defensive electronic equipment or modify existing equipment in the light
of current developmenis in the field of offensive electronic devices.

Conduct training courses for both overseas and domestic security officers in the operation and
maintenance of technical security equipment, latest developments in electronic devices and
counter measures,

Provide for the personsl safety of certain high-level officlals of the Ageney.

=5 E-CR-E-T
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' STATEMENT OF FUNCTIONS
BUILDING SECURITY BRANCH
PHYSICAL SEGURITY DIVISION
SECURITY OFFICE

The Chief, Building Security Branch under the direction of the Chief, Physical Security Division
shall:

1

2,

3.

'R

5.
6.

7o
8.
9.

Establish adequate safeguards necessary to preclude the physical penetration of Agency instal-
lations and activities by unauthoriged individuals,

Upon recommendation of the Physical Survey Branch, implement thel_nma_uu_mmm_gnd.l pro=
cedures to provide for the adequate security of Agency buildings 25xl

Security process all new Agency employees, including fingerprinting, photographing, signing of
Secrecy Agreement, reading Agency Security Regulations and extracts of U,S. Espionage laws.

Make up; issue, control and maintein records of employee badges, special and limited passes and
various types of specisl credentials,

Determine guard requirements for Agency operations and supervise the guard force,

Establish a procedure for the control of visitors, maintaining appropriste records and investi-
gating unusual visitor activity.

Supervise receptionist staff,
Conduct building inspections to insure continuing adequacy of security safeguards,
Collect, transport and prbvide for the destruction of all classified waste of the Agency.

(continued oz} next page)
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10, Maintain and repair all Agency safe«keeéing equipment and the periodic changing ombina
of such equipment, P of e tions

11, Maintain & master emergency control record of all Agency safe combinationa,

12, Maintain personnel on duty in the Security Office 2L hours a day to perform a variety of security

;:aigmants and to handle any security problems or emergencies that may arise during non-working
wao
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STATEMENT OF FUNCTIONS
PHYSICAL SURVEY BRANCH
PHYSICAL SECURITY DIVISION
SECURITY OFFICE

The Chief, Physical Survey Branch under the direction of the Chief, Physical Security Division, shall:

1,

2,

3.

L.

50

(£

8,

Conduct physical security surveys and re-inspections of all installations, buildings, areas and
space required for Agency use and approves or disapproves the physical security of such facilities,

Conduct security surveys and audits on a continuing basis to insure that the Agency's Security
Regulations and policies are observed and practiced,

Investigate violations of Security Regulations, to fix responsibﬂity in each case, to ascertain
the degree of compromise and to recommend corrective measures to reduce the probability of a re-
currence,

Investigate the loss or compromise of classified information to recover same, if possible, and to
ascertain the extent of compromise, if any, and to determine the identity of the responsible in-
dividuals,

Investigate cases involving alleged malfeasances and the loss, theft or mis-use of Agency property
and the development of facts and evidences concerning these matters,

Maintain security violation records on each Agency employee,

Provide reports to the various office heads with respect to security violations in order that
appropriate corrective and disciplinary action may be taken,

Prepare statistical information with respect t o the number of security violations, the incidence
of certain types of violations, the causes thereof, and the degree of compromise involved,

“STEC-R-E~T
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PHYSICAL SECURITY DIVISION

SECURITY OFFICE

DISCUSSION:

1.

2,

3.

'
55

The proposed organigational pattern will provide for the establistment of an Office of the Chief,
which will be responsible for certain staff type functions, such as a safety and firearms program
and three branches with clearly defined responsibilities, The previous crgsnizaticn, which the
physical security activity performed at branch level, did not provide for any formal subdivision
of organiszation below the branch lavel.

The research on technical devices and all equipment peculiar to the conduct of the security opera-
tion is now centraliged in one element, the Technical Branch, Formerly this function, including
experimentation on the adaptability of standard technical equipment such as countermeasure
equipment and safes was split between an element in the Security Research Staff and the 0ffice of
the Chief, Security Divieion.

All aspects of the day to day measures necessary to assure the physical security of Agency premises
have been centraliged in a Building Security Branch. This provides for central supervision of

all persons involved in admission of outside personnel to Agency prenises as well as the control
records concerning them, Functions gllied to the guarding of the physical property of the Agency
auch as the collection and disposal of classified trash have been placed under a Service Section
which is also responsible for the meintenance, minor repair and changing combination of all Agency
safes, This section provides for a logiecal grouping of g1l service type functions.

A small section is provided for the issuance and control of Agency passes and other credentisls,
A separate section is provided for the night Security Officers to be under the direct supervision
of the Chief, Building Security Brench, The section will provide for sufficient personnel to
cover the office during all times other than normel working hours as well as to supply persomnel

for continuing routine bullding inspections, supervision of the guard force or to be on hand when
emergencies arise concerning the physical security gr Agency prremises, '

{continued on next page)
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In addition to the above mentioned activities of the Technical Branch, the Chief hag the respon~
sibility for the supervision and administration of the detail assigned to provide protection to
the Director and to provide for the security of his immediate offics.

The separate functions to be conducted in the Office of the Chief include all phases of an Agency
firearms program and the conduct of an Agency-wide safety program.

8, A Security Suriey Branch is provided to provide an inveatigative organization as it pertains to

JUSTIFICATION:

1

3.

physical security of buildings and within the paperwork area. The Branch will handle violations
of all types and render investigations on the loss, compromise or possible compromise of clas-
sified documents, It will conduct building surveys of such type as may be necessary when addi-
tional space i= to be procured or render advice concerning major alterations of property or moves,
as distinguished from routine building surveys to be conducted by the Building Security Branch,

25X9

The proposed T/0 for the division includes| |positions, an increase of 15 positions in excess of
the Physical Security Branch, The tranafer of 2 Safety Engineers from the Security Division and
L positions for the Technical Eranch account for a total of 6 positions, An additional Clerk
Stenographer is proposed for needed clerical support for the Office of the Chief and to support
the Technical Branch, In addition a Tschnical Assistant is proposed for this Branch,

Two Securiiy Clerks ars proposed; one Yo handle the increased demand cecasionsd by an increase
in the volume of classified trash handled and the other to hardle an increase in workload occa-
sioned by safe combination changes.

Twe additional Physical Security Officers arerproposed; one for the Bullding Security Branch and
the other for the Physical Survey Branch., These proposed positions may be substantisted by an
increase of the numerous tasks assigned to the building Security Officers including night calls
and the volume of work in investigating actual or possible breaches which may involve gecurity
violations, ) ‘

< e
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STATEMENT OF FUNCTIONS
DEPUTY DIRECTOR FOR INVESTIGATIONS AND OPERATIONAL SUPPORT
SEGURITY OFFICE

The Deputy Director for Investigations and Operational Support, under the general direction of the

Director of Security, eshall: .

1, Recommend to the Director of Security the establishment of new policy or modification of existing
policy as it pertains tc the conduct of fileld security investigations and the establistment and
maintenance of operational support in order to assure efficient and econcmical conduct of. the
interrelated programs,

2, Direct the implementation of security policies set forth by the Director of Security, and is
direotly responsible for the conduct of all field investigation activity, -

3. Provide policy guldance and control for the headquarters operating elements 5%l
under his jurisdiction.

L. Direct and review the development of plans for the achievement of long rangs objectives of -
operations under his jurisdiction,

5.~ Represent the Director of Sscurity on matters involving inveatigative policies and practices with
. other govermment agencies,

.

TEECRET
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* Source: Special Security Division Headquarters Manual
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